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The City of Mount Vernon (“City”) is committed to safeguarding the confidentiality, integrity, and availability of its information systems, networks, and data. This policy is adopted through Ordinance 2025-28 and in compliance with Ohio Revised Code § 9.64 and related provisions of the Ohio Data Protection Act (ORC 1354). 
The purpose of this policy is to: 
· Establish a formal Cybersecurity Program consistent with recognized best practices; 
· Protect City information assets and ensure operational continuity; 
· Define responsibilities for cybersecurity governance, training, and reporting; and 
· Promote public transparency and accountability in how the City manages cyber risk. 
Section 2. Scope 
This policy applies to: 
· All elected officials, employees, contractors, vendors, consultants, volunteers, and third-party partners with access to City technology systems, networks, or data; and 
· All City-owned or managed information systems, including hardware, software, cloud services, and operational technologies. 
Section 3. Cybersecurity Program Framework 
The City shall maintain a comprehensive Cybersecurity Program consistent with the National Institute of Standards and Technology (NIST) Cybersecurity Framework and the Center for Internet Security (CIS) Critical Controls. 
The program shall be risk-based, proactive, and continuously improved, and shall include at minimum the following elements: 
(a) Risk Management & Critical Functions 
· Conduct an annual cybersecurity risk assessment identifying critical functions, key assets, and vulnerabilities. 
· Document potential impacts of cybersecurity incidents on City operations and public safety. 
· Maintain a current inventory of information systems and data classifications. 
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· Implement role-based access controls ensuring least-privilege access. 
· Require multi-factor authentication (MFA) for all remote access, privileged accounts, and sensitive systems. 
· Review and update user access quarterly. 
(c) Data Protection 
· Use encryption of data at rest and in transit wherever technically feasible. 
· Implement secure backup and recovery mechanisms for critical systems, including offline and immutable backups. 
· Maintain policies for secure disposal and retention of digital media. 
(d) System Maintenance & Patch Management 
· Ensure timely installation of security patches and updates for all systems. 
· Maintain an asset lifecycle management process and record system configurations. 
· Conduct vulnerability scanning and remediation at least semi-annually. 
(e) Monitoring & Detection 
· Deploy continuous network monitoring, logging, and alerting to detect unauthorized activity. 
· Retain logs in accordance with the City’s records-retention schedule and applicable law. 
(f) Vendor and Third-Party Oversight 
· Require vendors to demonstrate adequate cybersecurity controls consistent with this policy. 
· Incorporate cybersecurity clauses in all technology and service contracts. 
· Maintain a register of all third-party providers with access to City data or systems. 
(g) Incident Response & Continuity 
· Maintain a Cybersecurity Incident Response Plan (CIRP) detailing detection, containment, eradication, recovery, and post-incident review procedures. 
· Test the CIRP at least annually and after any major incident. 
· Maintain a Continuity of Operations Plan (COOP) integrated with the CIRP. 
Section 4. Training and Awareness 
1. Annual Training: All City employees and elected officials shall complete cybersecurity awareness training annually. 
2. Role-Based Training: IT staff, department heads, and high-privilege users shall receive enhanced, role-specific training. 
3. Approved Training Sources: Training may include programs offered by the State of Ohio, including the Ohio Cyber Range Institute’s Persistent Cyber Initiative or equivalent certified programs. 
4. Verification: Completion records and credentials shall be maintained by the Director of Human Resources and designated HR staff, in coordination with the CISO. 
Section 5. Incident and Ransomware Reporting 
(a) Incident Reporting 
· The City shall report any cybersecurity incident to: 
a. The Ohio Department of Public Safety, Office of Homeland Security, within seven (7) days of discovery; and 
b. The Auditor of State, within thirty (30) days of discovery. 
· The CISO shall maintain all incident documentation and coordinate with affected departments. 
(b) Ransomware Incidents 
· The City shall not pay or comply with any ransom demand unless: 
a. City Council authorizes the payment by ordinance or resolution; and 
b. The authorization explicitly states why such payment is in the best interest of the City. 
· Any ransom payment proposal must include a written report from the CISO and Law Director detailing risk, alternatives, and recommendations. 
(c) Definition of Cybersecurity Incident 
For purposes of this policy and consistent with ORC § 9.64(A)(2), a “cybersecurity incident” means a malicious or suspicious occurrence that actually or potentially: 
· Jeopardizes the confidentiality, integrity, or availability of City information systems or data; or 
· Constitutes unauthorized access to or use of such systems or data; or 
· Disrupts or threatens to disrupt normal operations or the performance of critical functions. 
Section 6. Confidentiality and Records Protection 
· All cybersecurity records, including plans, assessments, incident reports, and security configurations, are exempt from public disclosure under ORC § 149.43 and classified as security records per ORC § 149.433. 
· Redacted summaries may be shared with the public or City Council to promote transparency without compromising security. 
Section 7. Governance, Oversight, and Accountability 
(a) Governance Structure 
· The Safety-Service Director shall serve as the City’s Chief Information Security Officer (CISO) or shall designate a qualified CISO to fulfill this role. 
· The CISO shall coordinate policy implementation, risk assessments, and training across departments. 
(b) Reporting to Council 
· The CISO shall provide an annual Cybersecurity Report to City Council summarizing: 
· Program updates; 
· Number and type of incidents (without sensitive detail); 
· Status of training completion; and 
· Recommendations for policy or budgetary adjustments. 
· Council may hold public briefings to discuss cybersecurity posture and risk-mitigation progress. 
(c) Audits and Compliance Reviews 
· The City shall undergo a cybersecurity compliance review at least once every two years, conducted internally or by an independent auditor. 
· Findings and recommendations shall be presented to the Mayor and City Council. 
Section 8. Policy Review and Updates 
· This policy shall be reviewed annually by the CISO and updated as needed to reflect evolving threats, legal requirements, and best practices. 
· Any revisions shall be presented to City Council for acknowledgment and public posting. 
Section 9. Effective Date 
This policy takes effect immediately upon adoption and supersedes any prior cybersecurity directives or IT security policies of the City of Mount Vernon. 
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